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Legal Disclaimer

This document and the information contained herein (collectively, the "Information") is provided to you (both the individual receiving
this document and any legal entity on behalf of which such individual is acting) ("You" and "Your") by AT&T, on behalf of itself and
its affiliates ("AT&T") for informational purposes only. AT&T is providing the Information to You because AT&T believes the
Information may be useful to You. The Information is provided to You solely on the basis that You will be responsible for making
Your own assessments of the Information and are advised to verify all representations, statements and information before using or
relying upon any of the Information. Although AT&T has exercised reasonable care in providing the Information to You, AT&T does
not warrant the accuracy of the Information and is not responsible for any damages arising from Your use of or reliance upon the
Information. You further understand and agree that AT&T in ho way represents, and You in no way rely on a belief, that AT&T is
providing the Information in accordance with any standard or service (routine, customary or otherwise) related to the consulting,
services, hardware or software industries.

AT&T DOES NOT WARRANT THAT THE INFORMATION IS ERROR-FREE. AT&T IS PROVIDING THE INFORMATION TO YOU
"AS IS" AND "WITH ALL FAULTS." AT&T DOES NOT WARRANT, BY VIRTUE OF THIS DOCUMENT, OR BY ANY COURSE OF
PERFORMANCE, COURSE OF DEALING, USAGE OF TRADE OR ANY COLLATERAL DOCUMENT HEREUNDER OR
OTHERWISE, AND HEREBY EXPRESSLY DISCLAIMS, ANY REPRESENTATION OR WARRANTY OF ANY KIND WITH
RESPECT TO THE INFORMATION, INCLUDING, WITHOUT LIMITATION, ANY REPRESENTATION OR WARRANTY OF
DESIGN, PERFORMANCE, MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT, OR
ANY REPRESENTATION OR WARRANTY THAT THE INFORMATION IS APPLICABLE TO OR INTEROPERABLE WITH ANY
SYSTEM, DATA, HARDWARE OR SOFTWARE OF ANY KIND. AT&T DISCLAIMS AND IN NO EVENT SHALL BE LIABLE FOR
ANY LOSSES OR DAMAGES OF ANY KIND, WHETHER DIRECT, INDIRECT, INCIDENTAL, CONSEQUENTIAL, PUNITIVE,
SPECIAL OR EXEMPLARY, INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS
INTERRUPTION, LOSS OF BUSINESS INFORMATION, LOSS OF GOODWILL, COVER, TORTIOUS CONDUCT OR OTHER
PECUNIARY LOSS, ARISING OUT OF OR IN ANY WAY RELATED TO THE PROVISION, NON-PROVISION, USE OR NON-USE
OF THE INFORMATION, EVEN IF AT&T HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH LOSSES OR DAMAGES.
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1 Introduction

The AT&T API Platform Adapter for IBM® Worklight® provides a simplified way for Worklight developers
to access the AT&T API Platform and RESTful APIs. By significantly reducing the complexity of building
applications that use the AT&T API Platform, the adapter helps developers quickly bring robust hybrid
mobile applications to market.

The adapter facilitates access to the following AT&T Platform RESTful APIs:

o Advertising

In App Messaging

o OAuth 2.0 Authentication Management
. SMS

o Speech to Text

o Text to Speech

Note: To learn more about the AT&T API Platform, see the AT&T Developer Program website.
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2 Architectural Overview

Figure 1 shows the relationship between the mobile device where the app is running, the Worklight
server, and the AT&T API platform.

Worklight Reference Architecture

AT&T Sample App Worklight Server
(Warklight Client}

| ATA&T HTTP Adaptor

‘ Sample App UI (JaL]

P. .I|t Motary
BYMERL | ocation

LT T TR I S T T
WAP M5/ | Others
Push || MMS | =

«  Descriptor KML
*  Impl. Javascript

Figure 1. AT&T Worklight Architecture
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3 Installing the Worklight Adapters Components

You must complete the following steps to create and test applications (apps)
using the adapters on your development system.

o Download Worklight Studio

o Download the AT&T API Platform Adapters for IBM® Worklight®
¢ Register you application with AT&T and get application keys

¢ Build and deploy the adapters

e Use the adapters and keys in your mobile app

o Deploy your app to the Worklight server

3.1 Installing the Tools

Perform the following steps to install the required tools for creating an adapter

app.

1. Download the AT&T Worklight project code from GitHub at:
https://github.com/attdevsupport/ATT APIPlatform_Worklight

2. If you have not already installed Worklight Studio, follow the “Setting up your
Environment” section on the “Getting Started” page from IBM at
http://www.ibm.com/developerworks/mobile/worklight/getting-started.html

© 2013 AT&T Intellectual Property. All rights reserved. AT&T and the AT&T logo are trademarks of AT&T Intellectual Property.
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3.1.1 Importing Projects

Perform the following steps to import the adapter and application projects into
Eclipse

1.
2.

From Eclipse, click File, Import.

Expand the General folder, choose Existing Projects Into Workspace as
shown in Figure 2.

Click Next.

8 .00 Impart

Select
Create new projects from an archive file or directory. | E - 5 I

Select an import source:

(hfpe filter text )

¥ = General
[, Archive File
123 Existing Projects into Workspace
[:I‘ File System
El preferences
P = Android
b= CWS
B = FIR

Figure 2: “Existing Projects and Workspace” location

Choose Select root directory, and click Browse.

Select the ATTWLAdapterProject folder, the ATTWLApplicationProject,
ATT_WL_InAppMessaging, and the ATT_WL_Banking folder as shown in
Figure 3.

Make sure the “Copy projects into workspace” is checked
Click Open.
Click Finish.

© 2013 AT&T Intellectual Property. All rights reserved. AT&T and the AT&T logo are trademarks of AT&T Intellectual Property.
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Select root directory of the projects to import

BIDNE m | im || = - | [ G worklight i) (@

FAVORITES Name 4| Date Modified
e
#% Applications » (L] ATTWLApplicationProject Today 10:15 AM
[C] Shared » [ MattSamples Today 10:15 AM
Desktop > [ WorklightServerHome Dec 15, 2012 9:19 A
@ Documents
0 Downloads
[ titanium
H Movies
J7 Music
[ ] Users
|_m| | Cancel | [ Open ]

Figure 3: Adapter Project and Application Project folder locations

3.1.2 Registering your Application

Before you can access the AT&T Platform services, you must register your
application for the services that you want to access and to get an API key and
secret key. These keys are necessary to call the underlying AT&T RESTful APIs
that access the services.

Perform the following steps to register an application.

1.

2.
3.
4.

Create a new developer account on the AT&T Developer website, or login to
an existing account.

Select My Apps from the bar at the top of the page
Click Setup a New Application.

Chose the APIs you want your application to support.

After your application is registered, you have an API key and Secret key. These
keys are necessary to get your applications working with the AT&T Platform
APIs.

© 2013 AT&T Intellectual Property. All rights reserved. AT&T and the AT&T logo are trademarks of AT&T Intellectual Property.
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3.1.3 Configuring your Worklight Application

Perform the following steps to configure your Worklight application and an AT&T
sample application:

1. Inthe application project, open server/conf/worklight.properties.

2. Add the property values from the following table. All values are case-sensitive
and should be separated by commas.

Property Value Description
appKey App Key | API key that you received when you registered your
application.
secretKey | Secret Secret key that you received when you registered
Key your application.
scope ADS Reference to the ATT service that is invoked by your
IMMN application, for example,
MIM e Advertising is ADS
SMS e In App Messaging is IMMN,MIM
SPEECH e SMSis SMS
TTS e Speech To Text is SPEECH
e TextTo Speechis TTS

Table 1: Configuration properties for Worklight
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4 Building Worklight Adapters

Perform the following steps to build an AT&T Worklight adapter.
1. Expand the ATTWLAdapterProject in the Eclipse project explorer.

2. Expand the adapters folder to see the available adapters, as shown in the
following figure.

v@ﬁmnruad apterProject

b =i, Java Resources

P = JavaScript Resources
b = Advertising
b (= DeviceCapabilities
b (= InAppMessaging
b (= 0AuthAdapter
b = SMSAdapter
b = SpeechAdapter
b = TextToSpeech

=rapps
b == hin

Figure 4: Available adapters.

3. Right click on an adapter folder and click Run As -> Deploy Worklight
Adapter, as shown in the following figure. Repeat this for each adapter folder.
This builds the .adapter file in the /bin folder.

These steps build the Worklight adapter and deploy it to the enclosing
project. If your application is in a separate Worklight project, the adapters
need to be redeployed using the console. This is described in the next
section.

oo 1 Run on Server

Debug As 't 2 Deploy Worklight Adapter
Profile As £k 3 Invoke Worklight Back-end Service

Tear ) £k 4 Invoke Worklight Procedure
Compare With

A A J

Figure 5: Building a Worklight Adapter

5 Deploying Adapters to a Worklight Application

Perform the following steps to deploy adapters to the sample application or other
application.
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1. Within the IBM Worklight Developer Studio, right click on the application
project folder and chose Open Worklight Console as in this figure:

Validate
Show in Remote Systems view
& Open Worklight Console

Debug As
Profile As

Run As

Compare With

Restore from Local History...
(9 1BM Mobile Application Platform Pattern >
IBM Application Center [ 2

The IBM Worklight Console opens in a Catalog page that lets you work with
Applications and Adapters, as shown in the following figure:

Deploy application or adapter:

ATTWLKIitchenSink Thisis the sample application for AT&T Worklight Adapters

Lastdeployed at: 2014-01-14 17:44

® E iPhane Version 3.2 @ Active v

|| Lock this version @

e ¥ ﬂ iPad Version 3.2 @ Active w

[ Lock this version @

@ | Android Version 3.2 @ Active bt
2. Click Choose File and select an adapter from the bin folder of the

ATTWLAdapterProject:

© 2013 AT&T Intellectual Property. All rights reserved. AT&T and the AT&T logo are trademarks of AT&T Intellectual Property.
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Today

| .D5_5tore
| Advertising.adapter
3| ATTWLAdapterProject.war

[ classes

| DeviceCapabilities.adapter
| InAppMessaging.adapter
| DAuthAdapter.adapter

| SM5Adapter.adapter

| SpeechAdapter.adapter

| TextToSpeech.adapter

3. Click Submit.

Worklight displays a message that indicates whether the deployment action
succeeded or failed. Repeat this procedure for each adapter.

The deployed adapter is added to the console. Refresh the page to see the
detalils.

6 Receiving SMS Messages

Optionally, perform the following steps to be able to receive SMS messages in
the Kitchen Sink sample application.

1. Navigate to the /apps/ATTWLKitchenSink/common/js/sms.js file.

2. Specify your own short code in the shortCode variable that is declared at the
top of the file.

7 Building and Deploying the Kitchen Sink Sample App
Perform the following steps to build and deploy the sample application.
1. Open the ATTWLApplicationProject folder in Project Explorer.
2. Expand the apps folder.
3. Select ATTWLKIitchenSink.

© 2013 AT&T Intellectual Property. All rights reserved. AT&T and the AT&T logo are trademarks of AT&T Intellectual Property.
Page 9 of 15



=

— —_ - -

Profile As [ . .
2 1 Run on Worklight Development Server
Compare With @ = 2 Build All Environments

Restore from Local History... @ 3 Preview
Team > = 4 Build Settings and Deploy Target...
Source

Run Configurations...

E ——

Tfﬁﬁ.‘ITWLApplicatiun Project
b =i WL Server Library
F i ® server/java
» =, JRE Systern Library [Java SE 6 (MacO5 X Default)]
= adapters
¥ i=-apps
s andraid
P = common
| a ipad

[ E iphone
Figure 6: Selecting the ATTWLKIitchenSink app.

4. Right click on ATTWLKIitchenSink, click Run As, then Build All Environments.
When that build completes, click Run on Worklight Development Server from
the same menu, as shown in the following figure:

Figure 7: Building and deploying applications.

5. The details of the deployed application are added to the catalog and can be
accessed at http://localhost:10080/ATTWLApplicationProject/console, as
shown in the following figure.

© 2013 AT&T Intellectual Property. All rights reserved. AT&T and the AT&T logo are trademarks of AT&T Intellectual Property.
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Deploy application or adapter:

Worklight Starter
Retrieves an RSS feed from engadget.com
Last updated at 2012-05-30 11:56
D [ Phone Version 1.0 @ Active
Lock this version @

® [ Poe Version 1.0 @ Active

Lock this version &

D @@ Androd Version 1.0 @ Active

Lock this version @

X Delete

App Authentication: o b v
Device Authentication: Enabled

User Authentication:  None

App Authentication: o v
Device Authentication: Enabled

User Authentication:  None

App Authentication: L v

Device Authentication: Enabled

User Authentication:  None

Figure 8: Details of the deployed application.

7.1 Provisioning CA Certificates for Worklight Server

Starting in Worklight 6.2, Worklight stopped using the system wide JRE cacerts file for trusted
CA certificates. This causes some of the AT&T Worklight adapters written in Java to fail with
the following error:

sun.security.validator.ValidatorException: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid certification path to
requested target"

This problem has been reported to IBM in PMR 14774,756,000. To date, only a manual work
around has been provided:

1. From your Eclipse workspace directory, change to the following subdirectory:
ATT_APIPlatform_Worklight/WorklightServerConfig/servers/worklight/resources/security
2. Export the Verisign CA certificate chain:

keytool -export -alias verisignclass3ca -file verisign_c3.crt -keystore
$IJAVA_HOME/jrellib/security/cacerts -storepass changeit

keytool -export -alias verisignclass3g3ca -file verisign_c3g3.crt -keystore
$JAVA_HOME/jrellib/security/cacerts -storepass changeit

keytool -export -alias verisignclass3g5ca -file verisign_c3g5.crt -keystore
$JAVA_HOME/jrellib/security/cacerts -storepass changeit

3. Import the Verisign CA certificate chain into Workight’s keystore:

© 2013 AT&T Intellectual Property. All rights reserved. AT&T and the AT&T logo are trademarks of AT&T Intellectual Property.
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keytool -import -trustcacerts -file verisign_c3.crt -alias verisign_c3ca -keystore key.jks
-storepass worklight

keytool -import -trustcacerts -file verisign_c3g3.crt -alias verisign_c3g3ca -keystore key.jks
-storepass worklight

keytool -import -trustcacerts -file verisign_c3g5.crt -alias verisign_c3g5ca -keystore key.jks
-storepass worklight

4. The above import commands give a message saying the Verisign CA certificates are already
in the system wide CA keystore (a.k.a. TrustStore, cacerts) and do you still want to import
them into your keystore. Type “yes” because Worklight Server no longer uses the system
wide CA keystore.

Example message:
Certificate already exists in system-wide CA keystore under alias <verisignclass3ca>
Do you still want to add it to your own keystore? [no]:

5. Restart the Worklight sever

Notes: Due to the manual nature of this workaround, it may cease to work at unpredictable
times. Some of the events that may break this work around are (but not limited to):

a. IBM Worklight may at any time decide to recreate their self-generated keystore. It is
unknown if they will include the imported CA certificates, so a re-import may be
necessary.

b. IBM Worklight may change the default keystore password or Java may change the
default cacerts password.

c. If you delete the Worklight Server in Eclipse Worklight DevStudio, the server will be
recreated, but with a new keystore. You will have to re-import the Verisign CA
certificates afterwards.

d. AT&T API platform (api.att.com) may change the CA certificate signer without
warning. If this happens, a different CA certificate chain would have to be imported
from cacerts.

© 2013 AT&T Intellectual Property. All rights reserved. AT&T and the AT&T logo are trademarks of AT&T Intellectual Property.
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e. When these Verisign CA certificates expire, the new CA certificate chain or some
portion thereof will need to be imported.

7.2 Running the Android App

For the android environment, the following new android project is created
automatically after Build All Environments is run.

For the kitchen sink sample application, the name of the project is:
ATTWLAppTlicationProjectATTWLKitchenSinkAndroid

This project can be executed as a normal android application by right clicking on
it, selecting Run As, then Android Application:

Run As > 1 Android Application
Compare With »  Ji 2 Android JUnit Test
Restore from Local History... 3 Java Applet

IBM Application Center > 1 s Aoohcsae
Android Tools > =4 PP

Ju 5 JUnit Test

7.3 Running the iOS App

For the iPhone or iPad environments, right click on the iphone or ipad folder, and
select Run As -> Xcode project, as shown in the following figure. This opens
Xcode, where the app can be executed.

11 Run on Worklight Development Server
Compare With * 2 Xcode project

Restore from Local History... - 3 Build IPhone Environment
IBM Application Center > % 4 Piitiay

Figure 9: Running the app on iOS

8 Using the Adapters to Create a New Worklight Application

To create a new Worklight application, see Working with Worklight.

1. Inyour application, invoke the ATT adapters from Java Script. Worklight
applications can invoke adapter procedures to communicate with any data
source without being subjected to same origin constraints.

2. Invoke an adapter procedure to create an invocationData object.

invocationData Object Code Sample

© 2013 AT&T Intellectual Property. All rights reserved. AT&T and the AT&T logo are trademarks of AT&T Intellectual Property.
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‘Il-—*)
&—//
1 | var invocationData = {
2 | adapter : ‘SMSAdapter’,
3 | procedure : ‘sendSMS’,
4 | parameters : [{'body' : { “outboundsMsSMessage”: {''Message" :
5 | “Hello A11”, "Address" : “555-555-1212"}},
6 | 'contentType' : 'application/json', 'accept' : 'application/json',
7 | 'accessToken':'Bearer ' + window.localStorage.accessToken}]
8 | };

The invocation

Example 1: Creating an invocationData object

Data object consists of the following JSON block of properties:

Property

Description

adapter

A string that contains the name of the adapter as specified in the
<wl:adapter> element of the adapter xml file.

procedure

Procedure name as defined in the adapter xml file.

parameters

An array of parameters passed on to the remote procedure.

Table 2: invocationData Object Properties

3. Define the failure and success behavior in an options object.

Options Object Code Sample

o~ WNR

| var options = {

| onsuccess : yoursuccessCallback,
| onFailure : yourFailurecCallback,
| InvocationContext {}

|

1

Example 2: Creating an Options object

The options object consists of the following JSON block of properties:

Property Description
onSuccess The function to be invoked on successful completion of
the asynchronous call.
onFailure The function to be invoked on failure.

invocationContext | Optional parameter. object that is returned to the success

and failure handlers.

© 2013 AT&T Intellectual Property. All rights reserved. AT&T and the AT&T logo are trademarks of AT&T Intellectual Property.
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Table 3: Options Object Properties

4. Invoke the procedure using the invocationData object and options object.
WL.CTient.invoke.Procedure(invocationbata, options)

To learn more about installing Worklight adapters, see the server side
development instructions at:

http://www.ibm.com/developerworks/mobile/worklight/getting-started.html#server-
side-development
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